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CVEDIA-RT Al Analytics Plugin
for Nx Withess
User Manual: Installation, Activation, Configuration, Update

Plugin Overview

The CVEDIA-RT Al Analytics Plugin enables powerful video analytics capabilities in the Nx
Witness Video Management System, enhancing the effectiveness of surveillance operations
with real-time detection, forensic insights, and intelligent alerts.

Video Management System _1 N le&iaE

\
m

Al Analytics

ﬂ"; Plugin License
\

CVEDIA Plugin Poivered by
CVEDIAT
Camera setup Video feed Analytics configuration
Standard Security:
- g o « Intrusion detection
Video Recording <«—— Events on timeline Al Inference Engine . Are: elnter/exit :
- Loitering
Event Database <«—— Analytic event Events generation + Crowding
« Line crossing
‘ | ] Tailgating
Object guarding
Rule-based Actions Advanced Search <«— Filter by class and attributes + Object left behind
Premium Features:
+ Bookmark « Filter by event type and object class . Armed Person
- Play sound DD « Vehicle attributes: Door open, Lights on, Axle Count, License Plate « Fallen Person
. Send email D.rj Recognition (Search by plate number), Color, Type + ALPR
- Show/send afda - Person attributes: Gender, Wearing glasses, Age, Wearing helmet, @ -
notification Using phone, Carrying bag, Wearing safety vest, Smoking, Face Q i h
« Custom actions covered, Requires assistance, Upper clothing color / Lower

clothing color, Tattoo, Surrender

Key Features

The plugin supports a wide range of analytics designed to improve situational awareness,
streamline investigations, and inform response teams.

Surveillance operators can configure the analytics and create custom rules for triggering
events within the Nx Witness VMS to leverage these alerts and make informed decisions in
real-world situations.

This guide will walk you through the installation, setup, and usage of this integration.
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Standard Security Features
Detects people, vehicles, and animals within a variety of surveillance use cases.

Intrusion detection

Area enter/exit

Loitering

Object guarding

Object left behind

Crowding

Tailgating

Line crossing

Forensic search by appearance:

Vehicle: Type and Color

Person: Gender, Wearing glasses, Age, Wearing helmet, Using phone,
Carrying bag, Wearing safety vest, Smoking, Face covered, Requires
assistance, Upper clothing color, Lower clothing color, Tattoo

Premium Features

Specialized analytics that provide enhanced situational context and assist in identifying
high-priority events.

e Armed Person Intrusion
e Fallen Person Detection (Slip & Fall)
ALPR (Automatic License Plate Recognition)

Enhanced Appearance Search
Advanced object classification is available for retrospective search and metadata filtering:
e Vehicles: Door open, Lights on, Axle Count, License Plate (searchable), Color, Type

e People: Gender, Wearing glasses, Age, Wearing helmet, Using phone, Carrying bag,
Wearing safety vest, Smoking, Face covered, Requires assistance, Upper clothing
color, Lower clothing color, Tattoo, Surrender pose

A CVEDIA-RT Plugin for Nx Witness | 5
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Experimental Features (available in beta)

These early-access features are under active development and released for experimentation.

e Remote Vehicle Guarding ( "door open” + “lights on” attributes)
e Surrender Detection (“person in surrender pose”)
e Face Covered Detection ("person with face covered”)
e \ehicle Speed Estimation
Notes

e Experimental features are evolving based on user feedback and may change
significantly between releases.

e All results should be considered provisional and do not represent the final
evaluation of performance.

e \We encourage you to share feedback — early input helps shape and refine these
features. Some new features may require the activation of additional licenses.
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Specifications and Requirements
CVEDIA-RT Plugin

e Version 2025.1.0 or higher
e Appropriate licensing for Standard Security and Premium features

Nx Witness

e Nx Witness v5.1.4 or higher
e Nx Witness v6.x.x

Supported Decoders

e "video/h264" for H264 streams
e '"video/hevc" for H265/HEVC streams

System Requirements
Windows:

e (Check compatibility and requirements

Linux:

e Check compatibility and requirements

A CVEDIA-RT Plugin for Nx Witness | 7
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Section 1: Installation and Activation

Installation: Windows

Preparation

e Ensure you have Nx Witness Server installed on your machine (on the same
device where the plugin will be installed).

e Download the Al plugin installer from the official website:
https://rt.cvedia.com/NX-Witness
Stop Nx Witness Server before proceeding to installation.
Close the Nx Witness Client.

1. Runthe Al plugin installer on the machine where the Nx Witness Server is installed.

& Setup - CVEDIA RT Plugin = X
Ready to Install
This installer will download and install CVEDIA RT Plugin.
CVEDIAT

Ready to download CVEDIA RT Plugin version XXXXXX.XX

Cancel

A CVEDIA-RT Plugin for Nx Witness | 8
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2. (Optional) During installation, activate a trial license. You can activate it later in the
Plugin Settings after installation is complete.

& Setup - CVEDIA-RT Plugin for VMS version XOXOOCXOCXX — X

Select Additional Tasks
Which additional tasks should be performed?

CVEDIAT

Select the additional tasks you would like Setup to perform while installing CYEDIA-RT Plugin for VMS,
then click Next.

Additional options:

‘Activate a trial license

Back Next Cancel

A CVEDIA-RT Plugin for Nx Witness | 9
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3. Congratulations! The installation is complete.

& Setup - CVEDIA-RT Plugin for VMS version XXX XXX —

. RIS Completing the CVEDIA-RT Plugin for
CVI:DlA i VMS Setup Wizard

Setup has finished installing CVEDIA-RT Plugin for VMS on your computer.

Click Finish to exit Setup.

A CVEDIA-RT Plugin for Nx Witness | 10
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4. Verify the installation:

Open the Nx Witness Client

Open the System Administration settings from the hamburger icon in the top

left corner (or by pressing Ctrl+Alt+A)

e Selectthe Plugins tab

Confirm that the CVEDIA-RT plugin is listed on the left menu

ﬂ System Administration - Nx Witness Client

CVEDIA-RT

Video Analy

Operating Mode

A

Nx Cloud Time Sync

Routing

Hi-res
[ Automatic stream selection

[ Enable hardware decoding

Settings

Experimental features

Cancel
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Installation: Linux
Preparation

e Ensure you have Nx Witness Server installed on your machine (on the same
device where the plugin will be installed).

e Download the Al plugin installer from the official website:
https://rt.cvedia.com/NX-Witness
Close the Nx Witness Client.

e [f curlis notinstalled, install it with: sudo apt install curl

1. Setup the CVEDIA-RT APT repository using the installation script:

curl -fsSLo - http://get.cvedia.com | sudo bash

2. Install the CVEDIA-RT Nx Plugin package:

sudo apt install cvedia-rt-nxplugin -y

4 Learn more about installation process on Linux:
https://docs.cvedia.com/platforms/linux.html

3. Verify the installation:

Open the Nx Witness Client
Open the System Administration settings from the hamburger icon in the top
left corner (or by pressing Ctrl+Alt+A)
e Selectthe Plugins tab
Confirm that the CVEDIA-RT plugin is listed on the left menu

A CVEDIA-RT Plugin for Nx Witness | 12
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Enable the Plugin

1. Open the Nx Witness Client and connect to the server where you installed the Al
plugin.

2. Right-click on a connected camera or a video stream and select "Camera Settings."

3. Navigate to the Plugins section of the Camera Settings window and enable the plugin.

Plugin Off Plugin On

CVEDIA-RT CVEDIA-RT

A CVEDIA-RT Plugin for Nx Witness | 13
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4. Click the "Apply” button before proceeding with any further configuration.

n Camera Settings - Camera 7 - Nx Witness Client

~ CVEDIA-RT

Notes

! CVEDIA-RT

~ Analytics

Search Settings
Object left behind

Crowding

Tailgating Enable enhanced search

Fallen person

Armed person detection Show picture-in-picture
License plate recognition
Veh uard [beta]

Face covered [beta]

Surrender [beta]

Speed [beta]

Excluded areas

Expert mode

Cancel

Analytics are active only when the camera is being viewed or recording is

enabled.

If the plugin toggle does not appear immediately, click on the CVEDIA-RT title in

the left sidebar to refresh the view.

5. Apply alicense to activate the plugin, and configure the analytics from the left sidebar

menu.

-

CVEDIA
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6. Click "OK" to save the settings.

/. Gotothe "OBJECTS" tab on the top right to preview the detected objects.

Advanced.

Use Case 1: Public Safety TR o BE D6

16 July 2025 18 July 2025 -

e« Nl LIVE 1 SYNC
BB - 1: Public Safety - =

8. To generate events, define the camera rules in Nx Witness:

e Right-click on the camera and select "Camera Rules."
e Add a new rule based on Analytic Events.

9. Monitor the events in the "EVENTS" tab.

e The image of the event may not represent the exact moment when the event
was triggered. The system shows the best available crop based on the object
size and detection confidence level, to prevent showing occluded or partially

cut objects. N
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Learn more

e Visit the official Nx Witness VMS guide to learn more about creating rules and
monitoring events.

Apply a License

1. Navigate to Camera Settings and open the "Plugins" tab.
2. Select Licenses on the left side menu panel.
3. Activate a trial license or apply a purchased key (keys) in the designated field.
4. Click "Assign key".
[ camera Settings - Use Case 1: Public Safety - Nx Witness Client X
~ CVEDIA-RT License keys (0)
~ Analytics
Intrusion detection
Area enter/exit Assign key
Loitering
uarding
Object left behind ActiEssiicense
Cro
Line crossing
Tailgating
Fallen person
Excluded areas
Licenses
Support
Cancel
A CVEDIA-RT Plugin for Nx Witness | 16
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5. Apply the settings before closing the window.

Notes

-

CVEDIA

n Camera Settings - Use Case 1: Public Safety - Nx Witness Client

General

License keys (1)

v CVEDIA-RT
~ Analytics

sion detection

rding
eft behind
Crowding
Line crossing
Revoke key

Tailgating

Fallen person

Armed person detection

License plate recognition
Excluded areas b LG
Licenses

Support Activate trial license

Cancel

Once activated, the license is bound to the device (the Nx Witness server).
The number of streams indicates a maximum number of concurrent cameras
running analytics. To increase this limit, obtain a new license with additional

streams and activate it.

To use the same license key on a different device, deactivate it by clicking the

"Revoke Key" button in the Licenses window.

Even though the license is managed under the settings of a camera, the license
is applied to the entire server, and it will be available for all cameras connected to

the server.

CVEDIA-RT Plugin for Nx Witness | 17



License Compatibility

e EXxisting license keys issued for version 2024.2 .x of CVEDIA-RT will continue to work
with all newer releases, including version 20251.0 and beyond. These keys will
enable all standard features available prior to 2025.

e Premium features, such as Armed Person Detection, Fallen Person Detection, ALPR,
and any future premium analytics, require new license keys.

e New license keys that include one or several premium features are only compatible
with CVEDIA-RT version 2025.1.0 or later.

e \When issuing or verifying licenses, please confirm the installed CVEDIA-RT version to
ensure compatibility with the appropriate key type.

A CVEDIA-RT Plugin for Nx Witness | 18
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Section 2: Analytics Configuration

Different types of analytics allow you to configure one or more detection areas or lines,
choose the types of objects to detect, and select additional related parameters.

Notes

e Analytics are active only if at least one area or one line is defined.

e You can enable multiple analytics at the same time. This will not impact the
performance of the system.

Best Practice Guide

For the best results when deploying CVEDIA-RT analytics, we recommend reviewing the Best
Practice Guide. This companion resource is designed to help you get the most out of your
analytics configuration by providing real-world guidance on:

e How to place and configure detection zones effectively

e Optimizing camera angles and stream settings

e Adjusting performance profiles based on your hardware

e Understanding factors that impact detection accuracy and system load

While this User Manual focuses on how to install and configure the plugin, the Best Practice
Guide focuses on how to make it work well in your specific environment. It reflects the

experience of hundreds of deployments and includes tested recommendations for avoiding
common pitfalls.

Whether you're setting up a demo, tuning a live system, or scaling up across a full site, this
guide will help ensure a smoother setup and more reliable analytics performance.

A CVEDIA-RT Plugin for Nx Witness | 19
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Intrusion Detection
Definition

Detects objects that move inside a defined intrusion area. The event is triggered for any new
target object (person, vehicle, animal) entering the area.

n Camera Settings - Use Case 1: Public Safety - Nx Witness Client X

~ CVEDIA-RT

Intrusion|

~ Analytics

Intrusion detection

Area enter/exit

[ Display on video

[ Person [ Animal

[ Vehicle [] Unknown

Tailgating
Fallen person

Armed person d

Support

Cancel

Configuration steps

e Navigate to Camera Settings > Plugins > CVEDIA-RT > Intrusion Detection.

e Click directly on the image under "Intrusion area 1" to define the intrusion detection
zone. Draw a custom polygon to encompass the area for intrusion detection.

e Tick the "Display on Video" box to visualize the defined area on the live video stream.

e Select the different Object Types (person, vehicle, animal, unknown) that you would
like to detect within each defined area.

e Additional zones can be defined by clicking "+ Add". Draw a different polygon under
"Intrusion area 2" if necessary.

A CVEDIA-RT Plugin for Nx Witness | 20
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Area Enter/Exit
Definition

Detects objects that enter/exit a defined area. This analytic can be employed to monitor
objects detected in the area without triggering an intrusion event.

u Camera Settings - Use Case 1: Public Safety - Nx Witness Client X

Intrusion detection [+]

Area enter/exit

mal
[J Vehicle [ Unknown

Tailgating Enter & Exit

Fallen person Enter only

Armed per detection Exit only

Enter & Exit

Cancel

Configuration steps

Navigate to Camera Settings > Plugins > CVEDIA-RT > Area Enter/Exit.

Click directly on the image under "Area 1" to define the zone. Draw a custom polygon

to encompass the area for object detection.

e Tick the "Display on Video" box to visualize the defined area on the live video stream.
Select the different Object Types (person, vehicle, animal, unknown) that you would
like to detect within each defined area.

Select which event to trigger - Enter & Exit, Enter Only & Exit Only.
e Additional zones can be defined by clicking "+ Add". Draw a different polygon under
"Area 2" if necessary.

A CVEDIA-RT Plugin for Nx Witness | 21
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Loitering
Definition

Detects objects that stay in the defined area longer than a specified time. By default, an event
will be triggered when a target object remains in the area for a duration of 10 seconds.

n Camera Settings - Use Case 1: Public Safety - Nx Witness Client X

General EIGITT] Motion Dewarping Hotspots

~ CVEDIA-RT

Analytics

tection [+]

Loitering

Object guarding

\nimal
[ Vehicle [ Unknown

Tailgating

Fallen person

Support

Cancel

~onfi ,

e Navigate to Camera Settings > Plugins > CVEDIA-RT > Loitering.

Click directly on the image under "Area 1" to define the zone. Draw a custom polygon
to encompass the area for object detection.

e Tick the "Display on Video" box to visualize the defined area on the live video stream.
Select the different Object Types (person, vehicle, animal, unknown) that you would
like to detect within each defined area.

e Setthe duration threshold for triggering events.

Additional zones can be defined by clicking "+ Add". Draw a different polygon under
"Area 2" if necessary.

A CVEDIA-RT Plugin for Nx Witness | 22
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Object Guarding

Definition

Detection of objects being removed from a specified area, indicating potential theft.

n Camera Settings - Use Case 1: Public Safety - Nx Witness Client X

cording  Motion  Dewarping  Hc

v CVEDIA-RT

~ Analytics Object Guarding

Loitering [+]
Object guarding

Object left behind

Line crossing

Tailgating

Fallen person

Cancel

o ,

-

CVEDIA

Navigate to Camera Settings > Plugins > CVEDIA-RT > Object guarding.

Click directly on the image under "Area 1" to define the zone. Draw a custom polygon
to encompass the area for object guarding.

Tick the "Display on Video" box to visualize the defined area on the live video stream.
Set the duration threshold for triggering events.

Additional zones can be defined by clicking "+ Add". Draw a different polygon under
"Area 2" if necessary.
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Object Left Behind
Definition

Detection of objects being left in a specified area, indicating potential delivery or object
abandonment.

n Camera Settings - Use Case 1: Public Safety - Nx Witness Client X

General Recording Motion  Dewarping  Hotspots

~ CVEDIA-RT

Object Left Behind

Cancel

Configuration steps

Navigate to Camera Settings > Plugins > CVEDIA-RT > Object left behind.

Click directly on the image under "Area 1" to define the zone. Draw a custom polygon
to encompass the area to detect objects left behind.

Tick the "Display on Video" box to visualize the defined area on the live video stream.
e Setthe duration threshold for triggering events.

Additional zones can be defined by clicking "+ Add". Draw a different polygon under
"Area 2" if necessary.

A CVEDIA-RT Plugin for Nx Witness | 24
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Crowding

Definition

Detects when the number of objects within a defined area at any given time reaches a set
threshold. For instance, it could be a useful feature to detect a sudden increase of people in a
gueue in front of an ATM or in a commercial environment.

n Camera Settings - Use Case 1: Public Safety - Nx Witness Client X

[ Animal

Crowding

Line crossing [0 Vehicle [ Unknown

A

Cancel

o ,

-

CVEDIA

Navigate to Camera Settings > Plugins > CVEDIA-RT > Crowding.

Click directly on the image under "Area 1" to define the zone. Draw a custom polygon
to encompass the area for object detection.

Tick the "Display on Video" box to visualize the defined area on the live video stream.
Select the different Object Types (person, vehicle, animal, unknown) that you would
like to detect within each defined area.

Specify the minimum number of objects required to trigger an event.

Additional zones can be defined by clicking "+ Add". Draw a different polygon under
"Area 2" if necessary.
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Line Crossing
Definition

Detects objects that cross a defined line. Users have the option to create a multi-segment
virtual line, and select the direction in which the movement of objects should be monitored.

v CVEDIA-RT

Line Crossing

ject left behind
m]

Line crossing [Z Vehicle  [] Unk

ﬂ Line Crossing - Nx Witness Client - o

@

Click on each arrow to toggle the desired direction.

. . . Apply Cancel

o ,

Navigate to Camera Settings > Plugins > CVEDIA-RT > Line Crossing.
Click directly on the image to create a virtual line.
o Click once to create new points of the line, then click on the last point to end it.
o Define the direction of movement for object tracking. Click on the Arrows to
choose which direction you would like to use to trigger events
Tick "Display on Video" to visualize the configured virtual lines.
e Select the different Object Types (person, vehicle, animal, unknown) that you would
like to detect over line crossing.
e Additional lines can be defined by clicking "+ Add". Draw a different line under "Line
2" if necessary.
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Tailgating
Definition

The tailgating feature detects if more than one object crosses a virtual line during a
predefined time interval. This feature could be useful for detection of multiple individuals or
vehicles following each other in close proximity to gain access to a secured area.

u Camera Settings - Use Case 1: Public Safety - Nx Witness Client X

General tecording Motion

v CVEDIA-RT

Tailgating

Fallen person

Support

Cancel

Configuration steps

e Navigate to Camera Settings > Plugins > CVEDIA-RT > Tailgating.

e Click directly on the image to create a virtual line.
o Click once to create new points of the line, then click on the last point to end it.
o Define the direction of movement for object tracking. Click on the Arrows to

choose which direction you would like to use to trigger events.
e Tick "Display on Video" to visualize the configured virtual lines.
e Additional lines can be defined by clicking (+ Add). Draw a different line under "Line
2" if necessary.
A CVEDIA-RT Plugin for Nx Witness | 27
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Fallen Person
Definition

Fallen Person detection monitors posture changes and triggers an event when a person
abruptly collapses into a horizontal position and remains on the ground. This analytic is
designed to identify "fallen” incidents in real time, enabling caregivers to respond quickly and
potentially prevent further harm.

This feature is particularly suited for preventative safety alerts in healthcare environments
such as hospitals, senior care centers, and assisted living facilities, where early intervention
is critical.

Camera Settings - Use Case 6: Slip & Fall - Nx Witness Client X

General Rec ng Dewarping  Hotspots

~ CVEDIA-RT

Fallen Person|

Tailgating

Fallen person [+]

Support

0 Camera analytics will work only when camera is being viewed. Enable recording to make it work all the time.

0K Apply Cancel

Configuration steps

Navigate to Camera Settings > Plugins > CVEDIA-RT > Fallen Person.

Click directly on the image under "Area 1" to define the zone. Draw a custom polygon
to encompass the area for object detection.

Tick the "Display on Video" box to visualize the defined area on the live video stream.
Additional zones can be defined by clicking "+ Add". Draw a different polygon under
"Area 2" if necessary.
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Armed Person Detection
Definition

The Armed Person Intrusion analytic detects individuals carrying visible firearms within a
monitored area. When a person enters a defined detection zone while holding a weapon, the
system immediately triggers an event, enabling operators to respond quickly and potentially
prevent further harm.

This analytic is designed to enhance security and situational awareness in various
environments.

Camera Settings - Use Case 4: Armed Person - Nx Witness Client X
General

v CVEDIA-RT
Armed Person|

Tailgating
Fallen person

Armed person detection [+]

€ camera analytics will work only when camera is being viewed. Enable recording to make it work all the time.

0K Apply Cancel

Configuration steps

e Navigate to Camera Settings > Plugins > CVEDIA-RT > Armed Person detection.
e C(Click directly on the image under "Detection Area 1" to define the zone. Draw a
custom polygon to encompass the area for object detection.
e Tick the "Display on Video" box to visualize the defined area on the live video stream.
e Additional zones can be defined by clicking "+ Add". Draw a different polygon under
"Detection Area 2" if necessary.
A CVEDIA-RT Plugin for Nx Witness | 29
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License Plate Recognition
Definition

License Plate Recognition feature automatically detects license plates in the video feed and
reads the alphanumeric text using Al-powered optical character recognition (OCR). Once
recognized, license plate data is saved and becomes searchable within the Advanced Search
feature, allowing users to quickly locate relevant events by entering a specific plate number.

To enable LPR feature:

e Navigate to Camera Settings > Plugins > CVEDIA-RT > License Plates Recognition.
e Move the toggle on "Recognize license plates”.

ﬂ Camera Settings - Camera 1 - Nx Witness Client X

v CVEDIA-RT Recognize license-plates I

Tailgating
Fallen person

Armed person detection

License plate recognition

Excluded areas

Licenses
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Enhanced Search
Definition

Enhanced Search feature allows users to leverage Advanced Object Search within NXx
Witness to identify objects matching search parameters. This feature simplifies the process of
locating specific individuals or vehicles within extensive video archives.

Collected Attributes
e \ehicles: Door open, Lights on, License Plate (searchable), Color, Type

e People: Gender, Wearing glasses, Age, Using phone, Carrying bag, Smoking, Face
covered, Requires assistance, Upper clothing color, Lower clothing color, Tattoo,
Surrender pose

To enable Enhanced Search feature:

e Navigate to Camera Settings > Plugins > CVEDIA-RT.
e Under "Settings”, move the toggle on "Enable enhanced search”.

ﬂ Camera Settings - Camera 7 - Nx Witness Client X

G CVEDIART

ject left behind

Tailgating
Fallen person

Armed

Search Settings

Support
Enable enhanced search

Show picture-in-picture 1

Cancel
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When Enhanced Search is enabled, collected attributes will appear under the
thumbnail image of the detected object (in the OBJECTS tab).

4 System Name Advanced...

admin

w/nmozs 17:1621
o S

17:16:21 =
16 July 2025 17 July 2025 18 July 2025 1

MO« 11 » M 1 8 LIVE 1 SYNC

[Belll- 1: Public safety

Users can leverage Enhanced Search functionality to filter out objects in the
Advanced Search Window of the Nx Witness Client.

B Advanced Object Search - Nx Witness Client = =] X

& Preview

4. Person '# Person
Use Case 1: Public Safety Use Case 1: Public Safety

4 Person
Use Case 1: Public Safety

Person
Use Case 1: Public Safety

#, Person

Use Case 1: Public Safety Use Case 1: Public Safety

- i = --—" =
A= “ "'“

i —

f, Person f, Person
Use Case 1: Public Safety Use Case 1: Public Safety
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Creating Rules

1. Right-click on an open video panel to see the menu options and navigate to camera
rules.

2 of Skappybuge:s. ey MEst:Ofl 15/2028N0GISIE 27

]
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) When: choose "Analytics Event"
) At: select the relevant camera(s)
c) Event Type: the event type to be triggered

) Do: specify actions such as desktop notification, email, sound, or bookmark creation.
Bookmarks allow you to navigate the recording back in time to the exact moment
when the event occurred (the video recording function should be enabled)

Resiore All Fudes to Default

Notes

e For event types "Intrusion” and "Loitering", there will be an additional setting -

"Starts or Stops" - so users can choose whether an event gets triggered when
intrusion starts or stops.
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Caption Filter

The CVEDIA-RT Al Analytics plugin for Nx Witness supports captions in event rules
configuration, allowing users to trigger actions based on specific zones or lines. By assigning
names to areas or lines in the plugin settings, users can use the "Caption Contains" field to
apply rules for specific detections in those locations.

This feature enables targeted actions, such as playing a sound or sending notifications,
depending on where the event occurs. It also allows applying different schedules for different
areas or lines, enhancing the flexibility and effectiveness of the surveillance system.
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Section 3: Plugins Tab in Camera Settings
Plugin Settings allow users to optimize analytics performance for their specific use case.

To navigate to the Plugin Settings:

1. Right-click on the video stream and select "Camera Settings."

2. Click on the "Plugins” tab and select CVEDIA-RT on the left menu panel.

n Camera Settings - Camera 7 - Nx Witness Client X

ding  Motion

v CVEDIA-RT

v Analytics

Tailgating
Fallen person

Armed person detection

Search Settings

License plate recognition

Enable enhanced search 1

Show picture-in-picture 1

Cancel
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License Status

To navigate to the License Status Panel:

1.

2.

Right-click on the video stream and select "Camera Settings."
Click on the "Plugins” tab and select CVEDIA-RT on the left menu panel.

The License Status Panel will appear under the Plugin version. Please note that this
Panel is visible only when the plugin is enabled.

CVEDIA-RT

CVEDIALTD

License Status panel shows a quick summary of:

-

CVEDIA

Total active streams vs. maximum licensed streams.

Example: 4 active (max. 16 licensed) means 4 streams are currently using CVEDIA
analytics, and the license allows up to 16.

Feature availability per stream.

Premium features like Armed Person Detection, Fallen Person Detection, and License
Plate Recognition show how many streams are using each feature out of the total
number of streams licensed for it.

Example: Armed Person: 1/16 streams means one stream is using this feature, with 15
remaining available.
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This panel helps users confirm how many cameras are covered by a valid license and
whether advanced features are available for activation. If a feature is not working as
expected, this is the first place to check for stream limits or licensing issues.

Search Settings

Enable Enhanced Search

Enhanced Search feature allows users to leverage Advanced Object Search within Nx
Witness to identify objects matching search parameters based on collected attributes. This
feature simplifies the process of locating specific individuals or vehicles within extensive
video archives.

Show picture-in-picture

Displays a small overlay image (picture-in-picture) within the detection thumbnail to highlight
important details such as faces or license plates. This ensures that key information stands out
for quick identification.

ﬂ Camera Settings - Use Case 1: Public Safety - Nx Witness Client X

Recording  Motion

GRS CVEDIA-RT

ing
ing

Tailgating

Settings

Search Settings

Enable enhanced search

Show picture-in-picture 1

Cancel
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Excluded Areas
Objects in excluded areas would not trigger any events from the configured analytics.

To navigate to Excluded Areas settings:

e Right-click on the video stream and select "Camera Settings."
e Click on the plugin tab and select CVEDIA-RT on the left menu panel.
e Click on Excluded areas on the left side menu panel.

H Camera Settings - Camera 1 - Nx Witness Client

General Recording  Motion Dewarping  Hotspots Advanced

v CVEDIA-RT

[ Person [« Animal

[ Vehicle [ Face

Excluded areas

Apply Excluded Area settings to reduce recurring False Positives and enhance detection
precision in the area of interest, especially when there is persistent movement in adjacent
areas (e.g., a busy road near a sidewalk).

Notes

e Applying Excluded Area settings does not impact recordings on disk.
e This feature is not a replacement for privacy masks and should be used to focus
detection on specific parts of the scene.
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Section 4: System Administration

The plugin includes system-wide settings that apply to all cameras connected to the server.

Warning

Please note that some settings will only take effect after restarting the media
server.

To navigate to System Administration:

1.

-

CVEDIA

Click on the "namburger icon” in the top left corner of the Nx Witness Client and select
"System Administration...” or press the CtrI+Alt+A key combination.

Navigate to the "Plugins” tab and click on the plugin name on the left menu panel.

n System Administration - Nx Witness Client X

General Use| eme Updates  Licenses Email  Security Nx Cloud TimeSync  Routing
CVEDIA-RT
Video Analytics plugin

Operating Mode

A

Hi-res
[¢ Automatic stream selection

[+ Enable hardware decoding

Settings

Experimental features

Cancel
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Profile Settings
To navigate to the Profile Settings:

1. Navigate to the "Plugins” tab in the System Administration settings.

2. Select CVEDIA-RT on the left menu panel.

3. The Profile settings will appear under the Operating Mode section.

Operating Mode

'

Hi-res
[ Automatic stream selection

[ Enable hardware decoding

The Profile setting allows users to adjust the Al processing mode to best match the camera
environment and available system resources. Selecting the right profile helps balance
detection accuracy with computational efficiency.

Hi-res Profile

This is the default profile (operating mode). Hi-res mode uses a larger Al model and
processes the primary camera stream, delivering higher precision, especially for detecting
small or distant objects and operating in busy or crowded scenes. It is recommended for all
deployments that require high detection accuracy and where hardware capacity is sufficient.

Standard Profile

Standard mode is optimized for lower resource usage, making it suitable for systems with
limited processing power. It uses the secondary camera stream and a lighter Al model. This
profile works best in well-lit environments, with minimal movement, and when objects are
close to the camera.
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Field of View Differences Between Streams

When configuring detection zones, please note that the field of view may differ between the
primary (high-resolution) and secondary (low-resolution) camera streams.

-—

Rotate to

Resolution...

e from Layout

Camera

If you draw zones while viewing the high-resolution stream but run analytics in Standard
mode (which uses the secondary stream), the actual processing resolution may not fully
align with the visual configuration. This can lead to detections appearing “outside” the
expected zone in recorded or live views.

To avoid this mismatch:

e Always configure zones using the same stream that will be used for Al processing
(check your Profile setting under Plugin Settings).

e [f using Standard mode, configure zones while viewing the secondary stream.

e For consistent visual feedback and precise zone alignment, use Hi-res mode if the
primary stream is required for analytics.

Automatic Stream Selection
When enabled, Automatic Stream Selection configures the streams as follows:

e Hi-res mode: Uses the primary stream.
e Standard mode: Uses the secondary stream.

When disabled, you can override the stream selection for running analytics. Disabling this
feature allows you to select either the Primary or Secondary stream for running analytics on
each camera.

A CVEDIA-RT Plugin for Nx Witness | 42
CVEDIA



Notes

e The "Camera Stream" selection becomes available only when the "Automatic
Stream Selection" is disabled in the Plugin tab of the System Administration
settings.

To navigate to the Camera Stream settings:

e Right-click on the video stream and select "Camera Settings."
e Click on the "Plugins” tab and select CVEDIA-RT on the left menu panel.

CVEDIA-RT

Secondary

Primary
Secondary

Important

e Starting from version 6 of the Media Server, if you plan to activate the plugin on
an RTSP stream or ONVIF cameras without the secondary stream, you must
disable the Automatic Stream Selection, or use the Hi-res profile. Applying these
changes requires restarting the Media Server.
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Video Streams Configuration
To navigate to Video Streams Configuration:

e Right-click on the video stream and select "Camera Settings."
e (lick on the Advanced tab.
e Click on Video Streams Configuration on the left side menu panel.

Primary Stream (default camera parameters)

These stream configuration parameters are relevant when using Hi-res profile (operating
mode of the plugin), or the plugin is manually configured to use the primary stream.

B camera Settings - Camera 1 - Nx Witness Client ‘ X

ling  Motion

Category Primary

Video Streams Configuration H264

Primary

1920x1080

Resetto Defaults
Maintenance

Refresh

Cancel
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Secondary Stream

These parameters are valid when using the Standard mode, or the plugin is manually
configured to use the secondary stream.

e Resolution: 640x480
e Bitrate: 1 Mbps or higher
e FPS (Frames Per Second): 5 FPS or higher

Notes

Resolution: A low resolution can hinder the detection of smaller targets.
Bitrate: A low bitrate leads to strong compression, reducing the quality of the
video feed and making it difficult to detect smaller targets.

e FPS! Alow frame rate may cause loss of detections on difficult or fast moving
targets, while a high frame rate will increase the system's computational load.
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Expert Settings

Overlay Statistics
The Statistics panel can be useful for debugging, providing insights into system health and
hardware utilization.

n System Administration - Nx Witness Client X

Email  Security  Nx Cloud Tim Routing

CVEDIA-RT 1.09515d14

Video Analytics

Operating Mode

A

Hires
[ Automatic stream selection

[¥ Enable hardware decoding

Settings

Experimental features

Important

e Don't keep the statistics panel open for extended periods of time. When the panel
is visualized, it could prevent the Media Server from recording correctly.
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In order to visualize the statistics panel, tick the "Overlay statistics” box in the System
Administration Settings. Click "OK" to save the settings, and go to the "OBJECTS" tab. You
may need to wait a few seconds for the panel to appear.

= Newlayout1* X+ v

4 System Name Advanced...

& admin

£ 8oBE0D

MO« 1 « M A I LIVE 1 SYNC
Camera 1 .

Statistics Info Includes:

e Engine version e Al latency
e Plugin version e [rames queued
e Solution version e Frames dropped
e NX SDK (Client / Server) Version e Frames processed
e Mode e Dispatcher occupancy
e Plugin uptime e Decoders
e Instance uptime e Accelerators
e [nput resolution e Al Models
e Al resolution e |icenses
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Enable Expert Mode
Expert mode includes additional features for fine tuning the plugin performance.

To enable Expert mode:

Navigate to System Administration - Plugins - CVEDIA-RT
Locate "Settings" block

Tick the box next to "Enable expert mode"

Navigate to Expert mode within Plugin settings

n System Administration - Nx Witness Client X

General User men Updates Licenses Ema Nx Cloud Time Sy

CVEDIA-RT

Operating Mode

A

Hi-res
[# Automatic stream selection

[ Enable hardware decoding

Settings

Experimental features

Cancel

To navigate to Expert mode:

Ensure Expert mode is enabled in "System Administration" settings.
Right-click on the video stream and select "Camera Settings."

Click on the "Plugins" tab and select CVEDIA-RT on the left menu panel.
Click on Expert mode on the left side menu panel.
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n Camera Settings - Camera 1 - Nx Witness Client X

ding  Motion

v CVEDIA-RT Default
v Analytics
Default

Normal

Normal

Tailgating

Fallen person

Armed person detection
License plate recognition

Fxcluded areas

Expert mode

Licenses

Support

Cancel

Max Al Resolution

Max Al Resolution settings allow you to adjust the maximum resolution that the Al will
process. By default, the maximum resolution is defined by the Profile specified in the System
Administration Settings. However, you can modify this to suit specific needs.

e If you set a value higher than the camera's resolution, the plugin will automatically
revert to the camera’s native resolution.

e |ncreasing the maximum resolution can enhance detection of very small targets.

Important

e Only increase the resolution if required, as it may negatively impact system
performance.
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Al Tracking Speed
The Al Tracking speed feature enables users to adjust the frame rate at which the Al
processes data.

Modifying this from the default setting may impact server performance and reduce the
number of Al streams that can run simultaneously on the same device.

Default: 5 FPS Optimized for most of the security surveillance use cases.
Fast: 10 FPS Optimized for tracking faster moving targets (e.g. cyclists).
Very Fast: 15 FPS Optimized for capturing targets that move very fast

(e.g. electric scooters).
Detection Sensitivity

Increasing detection sensitivity improves the ability to detect challenging targets (e.q.,
smaller, occluded, or affected by lens noise) but may lead to more False Positives. Change
"Detection Sensitivity" settings to "High" if the system misses events involving small objects
or in busy scenes.

Movement Sensitivity

Movement sensitivity controls how the system determines whether motion is occurring.
Environmental factors such as rain, snow, camera noise, and light reflections, can cause false
motion detection. Lowering motion sensitivity can minimize these false detections, but it
increases the risk of missing fast-moving objects or objects visible for a very short time.
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Section 5: Updating the Plugin

Notes

When installing CVEDIA-RT v2025.1.0 over an existing installation (e.g., version
2024.2.8), the installer will prompt you to uninstall the previous version before
continuing.

This step is required to prevent compatibility issues between versions.
Uninstalling the previous version does not remove your configuration or license
keys — all settings and activations will be preserved automatically.

Once the uninstall is complete, the installer will proceed with installing the new
version.

Update: Windows

Check for new plugin versions on the official website:

https://rt.cvedia.com/NX-Withess

Download the new version.
Close the Nx Witness Client. Stop the Nx Witness Server and run the installer.

Start the Server once the installation is complete.

Update: Linux

-

CVEDIA

Check for new plugin versions and release notes on the official website:

https://rt.cvedia.com/NX-Witness

Close the Nx Witness Client.

Access your terminal application. Run the automated update script:

apt update

apt install cvedia-rt cvedia-rt-nxplugin -y

Press "Enter" to execute the command. This script will automatically detect a new
version.

Start the Server once the installation is complete.
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Section 6: Uninstalling the Plugin
Important
e [tis recommended to revoke the license key prior to uninstalling the plugin from

your system.
e This way, if the license key is still active and hasn't expired, it can be re-used on

a different device.

n Camera Settings - Camera 1 - Nx Witness Client

License keys (1)

Loitering
Object guarding

Object left behind

rossing
Revoke key

Tailgating

Fallen person

Armed person detection

Assign ke

Excluded gn key
Expert mode
Activate trial license

Licenses

Support

Cancel
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Uninstall: Windows

1. Open Settings: press Windows key + | or click the Start menu, then select Settings.
2. Goto Apps: click on Installed Apps and find CVEDIA-RT Plugin for VMS in the list.

3. Uninstall the Plugin: select CVEDIA-RT Plugin for VMS and click Uninstall. Confirm if
prompted.

4. If prompted, restart your computer to complete the process.

Uninstall: Linux

1. Open Terminal: Press Ctrl + Alt + T or search for Terminal in your applications menu.

2. Inthe terminal, type the following command and press Enter:

sudo apt remove cvedia-rt-nxplugin -y

3. If prompted, enter your administrator password and press Enter.

4. The system will automatically remove the plugin. Once done, close the terminal.
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Section 7: Technical Support Guidelines

At CVEDIA, we focus on delivering superior detection accuracy for Security and Surveillance
use cases by training our models with synthetic data and refining them through continuous
customer feedback. Our models evolve with every release, incorporating real-world insights
to achieve unprecedented accuracy and reliability.

Why your feedback matters

By reporting false positives, you contribute to enhancing our models' accuracy. We analyze
every report to introduce new parameters into our training process, ensuring each release of
the plugin delivers improved performance. Your input helps us solve real-world challenges
and enhance your surveillance capabilities.

If you'd like to help improve our product, here's how you can report false positive detections.
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Smart Reporting

As of version 2024.2.5, the CVEDIA-RT Al Analytics plugin for Nx Witness includes a new
reporting feature that is intuitive and easy to use.

False Negatives Reporting

1. Create a Bookmark:

o l|dentify the issue in your Nx Witness timeline.

Advanced...

19:46:49
22 July 2025 19:42 22 July 202519:43 22 July 2025 19:44 22 July 20251945 22 42025 19:46

| |
LIVE 1 SYNC

S _‘l || o

(I S ]

o Create a bookmark that spans 15-30 seconds, ensuring the issue is clearly
visible within this time frame.

Camera 1

B Vehicle
i L .

Archive filter...

Cloanfmings

Zoom to SelectiC

Add Bookmark...

Camera 1

Export Video...

Wiiew Sean
y 202519:44 22 July 202519:45 22 July 20251946

LIVE 1 SYNC

jmmm 5
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2. Navigate to Camera Settings:
o Open the Camera Settings and go to Plugins > CVEDIA-RT > Support.

n Camera Settings - Camera 1 - Nx Witness Client X

Report a problem

A

Person wearing white on white background (Jul 22 19:46 v

Upload video
Line crossing

Tailgating
- renn Product improvement
Fallen person

Armed person detection

License plate recognition

[ Allow data collection on this camera

3. Submit Your Report:

o Selectthe bookmark you created.
o Write a brief description of the issue.
o Click "Upload video" to send the report.
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Camera Settings - Camera 1 - Nx Witness Client

Report a problem

A

Object left behind
Crowding

Upload video
Line crossing
Tailgating
Fallen person
Armed person detection

nition

Product improvement

4. (Optional) Create support:

Person wearing white on white background (Jul 22 19:46 ~

There is a person in the distance who is wearing white shirt,
the system struggles to pick up the detection

[# Allow data collection on this camera

o For more detailed explanations, submit a support request via our Tech Support
Portal directly from the reporting page.
o Highlight why resolving this issue is critical for your use case.

Summary*

[Report ID: 5298495d]

Company*

Please

Which product are you requesting support for?

Description*
Normal text v B I - Av = E 0@ 0B OO » +v
There s a person in the distance who is wearing white shirt, the system struggles to pick up the detection ~--------- DO NOT REMOVE THE LINES BELOW
""""" Report ID: 5a98495d-b1cc-ec91-29af-149496d9f19c RT Version: 2025.1.0 525ad46 Solution Version: 14.0.1715096418
Attachment
Drag and drop files, paste screenshots, or browse
Browse
Share with*
‘ 8 No one v

e -

CVEDIA
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False Positives Reporting
1. Go to the Objects tab:
o When the plugin is enabled, navigate to the Objects tab in the Nx Witness Ul.
2. Right-Click to Report:

o Right-click on the object’s thumbnail and choose Quick Report.

dJddadadada

P

Open inNew Tab

Quick problem report

3. Provide a Description:

o Add a description of the issue to give context to the false positive.

Notes

e Reports submitted through this method are anonymous. If you want to emphasize
the importance of your report, we recommend using Method 1 — Reporting via
Bookmarks — and opening a support ticket with the automatically generated link
within Nx Witness Client.
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Reporting through CVEDIA Tech Support Portal

Please consider this process if you are using Nx Witness version 5.1.x or CVEDIA-RT Plugin
versions prior to 2024.2.5

To provide you with the most effective support, we may need to gather specific types of data
depending on the issue you are reporting.

Below you will find the guidelines for reporting technical issues to the CVEDIA team.

Open a new tech support request: Open in Browser

Reporting System Issues

Problem Definition

System issues include: start failure, crashes, analytics performance issues.

Report Structure

In the report, please provide:

Description of the issue and how to reproduce it.

e A screenshot of the Statistics panel

Plugin log file. Located in:

C:\Program Files\<VMS Path>\MediaServer\plugins\cvedianxplugin\logs

Hardware report.

e On Windows, please run generate_debug_report.bat and generate_system_info.bat
and attach their output to your support request (report.txt and systeminfo json)

Notes

The default installation folder on Windows is
C:/ProgramData/CVEDIA/CVEDIA-RT-Plugin

ProgramData is a hidden folder. To access it, either enable the "Show hidden
files, folders, and drives" option, or enter the full path directly into the address bar
using (Ctrl+L).

-
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False Positive or Missed Detections Reporting
Problem Definition

A False Positive (FP) event occurs when the system incorrectly detects something that isn't
present, triggering an unnecessary alert or action.

A False Negative (FN) event, or a "missed detection," happens when the system fails to
recognize something that is present, resulting in no alert or action when one is needed.

Report Structure
For any occurrence of FPs or FNs, in the report to the technical team, please provide:

e One or more screenshots showing the problem (bounding box with the wrong
detection, event visible on the "EVENTS" tab). Please ensure that the triggered False
Positive event is visible on the screen.

e A source video (raw clip) of the issue (without Ul elements and overlay data) recorded
in your VMS. The video should start from the moment the object triggering the event
enters the scene, or ideally, begin 10 seconds earlier.

e A screenshot of all configured zones within different Analvtics

e A screenshot of the Expert mode panel (if you have Expert mode enabled and
previously modified settings in that window).

e A screenshot of the Statistics panel.

A CVEDIA-RT Plugin for Nx Witness | 60
CVEDIA



CVEDIA-RT Al Analytics Plugin
for Nx Withess

WWWw.cvedia.com

Learn More
Access online documentation

Technical Support
Ask for help

Contact Sales
business@cvedig.com
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